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I, RAMON RODRIGQ, of legal age, Fllipine, married and with business and postal address at the
Philippine Charity Sweepstakes Office, 4th Floor, Sun Plaza Building, Shaw Bivd, corner Princeton
Street. Mandaluvong City after being duby sworn according to 1aw, hereby certify:

1 That | am the Board Secretery of rhe Philippine  Charity Swespstakes Office
(hereinafter referred &0 as "PL50G"), an agency of the national government engaged in
the operation of sweepstakes and Inttn:

2. Thar as such, I have custody of all records pertaining to the Board of Directors of the
PCS0 including alt Board Resolutions:

3. Fer the records of the Office of the Corporate Secretary of the PCSO, the Board of
Direcinrs thereof, during jts 20th Regular Board Meeting held an June 11, 2014

held at 4% Floor, Sun Plaza Building, Shaw Bivd,, corner Princesion St, Mandaluyeng
City passed the following Resulution: .

RESOLUTION NO. 207
Series 2014

“WHEREAS, the Assistant Geneval Mauager for the Management Services Sector
reconumended the Informaiion and Communication Technology (ICT} Usage and
Security Pelicy covering the appropriate, secure and legal use of ICT equipment,
facilities, date, software and sarvices;

"WHEREFORE, per recommendation of the Management Services Secrar, the
Board RESCLVED AS IT HEREBY RESOLVES o approve the Information and
Communication Technology (ICT) Usage and Security Poliey hereto attached as
annex "A" covering the appropriate, securs and legal use of IOT equipment,
facilities, data, scftware and services, subject to compliance with applicable laws,
rules and regulations.”

4. Per the records of the Office of the Hoard Secretary, the foregoing Board Resolution
has niot been replaced, arvended or repealed.

5. This Secretary’s Certificats is issued for whatever legal purpose it may serve,

IN WITNESS WHEREQF, I have affixed my signature orx this___ of jyne 2014, at Pasay City.

ALEY, RAMONSRDDRIGO
Boardﬁk- etary

SUBSCRIBED AND SWORN to befors me on thi%%A\ day of Jone 2014, sfiant exhibiting to
me hiz S5 Mo, 03-27523102-4, ;

Sertified True | Xerox Copy
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Information Technology Services Department (ITSD) Information and

Communication Technology (ICT) Usage and Security Policy

. POLICY STATEMENT

- A. All the Information and Communication Technology (ICT) eguipment like
computers, printers, switches and the jikes and all Information Technology
resources are property of Philippine Charity Sweepstakes Office {FPCS0)
and not of particular individuals and therefore must be used in work
related tasks which then will be beneficial to the Agency as a whole.

B. Furthermore, all ICT facilities, equipment, devices and information should
be used within legal boundaries, effectively, in good faith te others and
most especially without undermining PCSQO.

C. This policy relates to all ICT facilities, equipment, resources, services and
information provided by PCSO. All employees sither permanant, casual,
confidential agents, consultants or every category of employees as long
as they are connected with the agency and the agency’s branch offices
are expected to adhers to it.

D. Failure to abide by this policy shall be dealt with accordingly pursuant to
Civil Service Commission {CSC) rules and reguiations and more '
importantly by laws governing the Republic of the Philippines.

il. SCOPE OF THE POLICY

This policy covers the appropriate, secure and legal use of ICT equipment,
facilities, data, software and services and will apply to all PCSO employees or
persannel attached to the agency and branch offices.




- DEFINITION OF TERMS

Antivirus

a protective software designed fo defend your computer against malicious
software. Malicious software, or "malwara” includes: viruses, Trojans,
keyloggers. hijackers, dialers, and other code that vandalizes or steals your
computar contents,

Application Delivery Coniralier (ADC)

a computer network device in a Data Centre, often part of an application
defivery network (ADN), that helps perform common tasks such as those
done by web sites to remove load from the web servers themselves. Many
also provide load balancing. ADCs are often placed in the DMZ, between the
firewal! or router and a web farm.

Bandwidth

a measurement of bit-rate of available or consumed data commidnication
resources expressed in bits par second or multiples of it.

Computer

An electronic device for storing and processing data, typically in binary form,
according to instructions given to it in a variable form.

Data Centra

& facility used to house computer systems and associated components, such
as telecommunications and storage systems. It generally includes redundant
or backup power supplies, redundant data communications connections,
environmental controls (e.g., air conditioning, fire suppression) and security
devices.

Disk Space

an amount of computer storage space on random-access memory devices,
such as on a hard drive, floppy or USB flash drive.




Email

a system for sending and receiving messages electronically over a computer
network, as between personal computers

End User

The person who ac’tual!y uses a particular proguct.

External hard drive

a portable storage device that can be attached to a computer through a USB
or FireWire connection, or wirelessly. External hard drives fypically have high
storage capacities and are often used to back up computers or serve as a
network drive.

Hardware

The machines, wiring, and other physical components of a computer or other
electronic system.

Hub

a device for connecting muitiple Ethernet devices together and making them
act as a singie network segment.

Information and Communication Technology

refers to all the technology used to handle telecommunications, broadeast
media, intefligent building management sysiems, audiovisuai processing and
transmission systems, and network-based control and monitoring functions.

Infarmation Technology

the branch of engineering that deals with the use of computers and
telecommunications to refrieve and store transmit information.




Internet

the single worldwide computer network that interconnects other computer
networks, on which end-user services, such as World Wide Web or data
archives, are located, enabling data and other information to be exchanged.

intrusion Detection System (IDS)

a network security appliances that monitor network and/or system activities
for malicious activity. The rmain functions of intrusion prevention systems are
to identify malicious activity, log information about this activity, attempt to
block/siop it, and report it.

intrusion Prevention System (IPS)

a device or software application that monitors network or system activities for
malicious activities or policy violations and produces reporis fo a
managemsant station.

Lapiop

a portable microcomputer, suitable for use while travelling.

Network

a group of two or more computer system linked together.

Network Connection

a system of interconnected computer systems, terminals, and other
equipment allowing information to be exchanged.

Network Domain

a group of users in a network who shares a common set of shared resources,
such as server disk drives and printers.

An interconnected group or system.




Network Firewall

protects a computer network from unauthorized access. Network firewalis
may be hardware devices, software programs, or a combination of the two.

Operating System

the software that supports a compLrter's basic functions, such as scheduliing
tasks, executing applications, and controliing peripherals.

Precision Air Conditioning Unit (PACU)

this system controls temperature, humidity and pariicle filiration within tight
tolerances 24 hours a day and can be remotely monitored. It can have buiit-in
automatic alerts when conditions within the server room move outside defined
tolerances.

Printer

a machine for printing text or picturas onto paper, esp. one linked to &
computer.

Router

a device that forwards data packets to parts of a computer network.

Scanner

a devics that captures images from photographic prints, posters, magazines
pages and similar sources for computing editing and display.

Server

a system (software and suitable cc-mpi_rtef hardware) that responds fo
requests across a computer network to provide, or help to provide, a network
service.




Social networking site

a platform to build social networks or social relations among people who, for
example

Share interests, activities, backgrounds, or real-life connections.

Software

the programs that can be used with a particular computer system.

Specification

a detailed description of the design and materials used to make something.

Streaming media site

A website where video or audio content are sent in compressed form over the
Internet and played immediately, rather than being saved te the hard drive.

Network Switch

a computer networking device that links network segments or network
devices.

Uninterruptible Power Supply (UPS)

an electrical apparatus that provides emergency power to a load when the
input power source, typically mains power fails.

Website

a group of connected pages on the World Wide Web containing information

-on a particular subject.




IV. GENERAL NETWORK ACCESS POL.ICY

A. The network connection in PCSQ will be utilized by the agency’'s
employees for work related functions only. Also, employees with
permission from their respective depariment heads to access the network
wili be given user accounts by the Information Technology Services
Department (ITSD). As such, al! Network Access policy will apply to all
users connected io the PCSO network.

B. Internet websites such as social networking sites, websites with obscenity
and parnography, websites that consume excessive Internet bandwidih
and websites that post risk to the network and IT resources will be
prohibited for access.

C. In the event that an employee must access certain biocked sites in the
office for work related purposes, an employee must make a written
request addressed to the Chairperson or General Manager and must be
signed by his or her department head. Once the request is signed, that
will be the time that the ITSD wili unblock certain websites for that
particular employse/s,

V. COMPUTER ACQUISITION

A. ITSD shall be in charge in providing hardware specifications for deskiop
computers, laptops, printers. scanners and other computer peripherals.

B. There shali be a standard specification for desktop computers and
laptops. ITSD shall update this standard every six months, or as the nesd
arnses.

€. End users requesting for desktop computers and laptops with additional
peripherais shall inform ITSD of the particulars and the reason for such
request. ITSD shall then evaluate the request and make the necessary
recommendation.

D. Beskiop computers which are more than 5 years should be replaced,
provided that the request is included in the Corporate Operating Budget
(COB) and functional verifications by ITSD perscnne! have been made on
the IT equipment which need replacement. Further, the request should be
approved by their respective Department Manager, the Budgst and
Accounting Departiment Head and the General Manager.




VI. DESKTOP COMPUTER / LAPTOP Setup and Configuration

A. Newly acquired deskiop computers and laptops shall be seht to the ITSD
for proper setup and configuration. -

B. New desktop computers and laptops shall be installed with the following
sofiware packages:
2} Licensed Operating System (ex. Windows 7, efc.):
b} Cormesponding device drivers;
¢) Peripheral device drivers (for computers with printers, scanners, ete.);
d) Licensed Microsoft Office suite (Word, Excel, PowerPoint);
e) Licensed Endpoint protection software (Antivirus, Firewall, etc.);
f) Utility software such as Adobe Acrobat Reader;
g) Service packs, paiches and other software updates;
h) PCSO0 Information Systems software used by the end user

C. Only IT3D shall be authorized to install software in the computers. End
users are not allowed to install any scfiware on their desktop computers 7
laptops.

D. End users needing additional software installed in their desktop computer /
laptops shall inform ITSD of the particulars and the reason for the request.
ITSD shall then evaluate the requiest and take the appropriate action.

E. IT3D shall register the new desktop computer / laptop to the PCSO
network domain before returning the workstation to the end user.

VII. IT HARDWARE AND SOFTWARE MANAGEMENT

A. Definition. IT Hardware are composed of, but not limited to the following:

¢ Computers and its peripherals

» Routers, hubs and switches or anything that controls data or flow in
the network.

+ Network Security Devices such ag Network Firewall and Intrusion
Prevention System/Intrusion Detection system (IPS/IDS) and
Application Delivery Controlier (ADC).




« Data Centre equipment s uch as Uninterruptible Power Supply
(UPS), Precision Air Conditioning Unit (PACU) and Temperature
and Humidity Sensor.

* All computer software and Operating System such as Windows XP,
Windows 7, computer ap plications etc.

B. Authority to install, upgrade, delete, configure and manage the IT
hardware and Software are responsibilities of [TSD personnel or any
person or graup of persons who has written and signed authorization letter
from the Head of the Agency.

ViIi. NETWORK ACCESS REQUIREMENTS

A. All employees with permission from their respective department heads to
access the PCSO network will be given user accounts with passwords by
the ITSD. These usemames and passwords will be used by the
employaes when logging into the PCSO network and accessing the
Internet.

B. An initial or default password wilf be given by the ITSD and it is the sole
responsibility of the user to change and secure his or her password. A
standardized usermame will be given by the ITSD for every user.

IX. INTERNET ACCESS

Internet Access Privileges. Each user shall use the account issued for
them to log-in to their desktop/lapiop. Once the employee logged-in to the
netwark, they will gain access to the PCSO Internet service, subject to the
following conditions:

A. Blocked Sites. For security reasons, certain websites are blocked for the
employees to access. '
a. Security Risk - web sites which may either directly constitute a risk to
IT resources, or are associated with activities suspected to increase
risk of exposure to internet dangers.

b. Liabilifty - web sites that may be in conflict with applicable legal and/or
policy compliance obligations such as Hacking, Pornography, Criminal
Activities, etc.




B. Website categories blocked from (8:00 am — 12:00 pm) and (2:00 pm —

5:00 pm}

a. Bandwidth Intensive - web sites w/c may result in large amount of data
to be uplcaded ar downloadexd like streaming media, video download,
file download, eic.

b. Online Communities or Social Netwarking Sites - web sites w/c provide
dynamic content for the purpase of social networking.

¢. Employees may be given access to Online Community & Streaming
Media sites provided that it is necessary and consistent with his/her
duties and responsibiiitiss. Employee shouid seek a written approval
from the Chairperson or General Manager for him/her to be allowed to
access these websites.

X. (ANTIVIRUS

Only antivirug sofiware from the ITSD should be installed in all agency
computers and laptops. As such, only [TSD personnel are aliowed to instail
the antivirus software but it is the responsibility of the user to keep the
insialled antivirus updated.

Xl. CORPORATE E-MAIL ACCOUNT

A. Corporate e-mail accounts will be given by ITSD to PCSO employees with
permission from their respective department heads. Each email disk
space is limited to 1 GB per user with an attachment not to exceed 100
MB per message.

B. Itis the respansibility of the user to maintain his or her e-mail account,
email accounts are privilege given to employess and should therefore be
used for work related purposes only.

C. ifin the event the employee with email account be separated or
ferminated from the agency, it is the right of the agency fo withdraw the
email priviieges given including all the email files of the user. Termination
of email accounts of terminated/separated employees shall be done upon
receipt of written advice from the Human Rasources Department.
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Xll. CORPORATE WEBSITE

A. ltis the responsibility of ITSD personnel to host, manage and secure the
server of the corporate website inside the ITSD Data Centre.

B. All the contents (materiais/docurnents/articles etc.) shail go thru the
following, before they are posted in the PCSO website by the ITS
Department;

» Contents are reviewed, evaluated and edited by the Corporate
Planning Department.

» AGM for Management Services Sector shall then recommend the
approvaij of the contents reviewed, evaluated and edited by the
CPD before posting

» The Head of the Agency/General Manager shall then approve the
contents to be posted in the PCSO website

« News articles, photos and other materiais which are two (2) years
or older shall be archived for 2 maximum of one (1) year.

C. Inthe event that the Web Administrator nofices outdated contents that
need to be removedfieplaced from the website, the Web admin shall then
prepare a memorandum to the concerned department/s or office/s
indicating the particutar contents to be removed, signed by the ITSD
Department Manager, to be recommended for approval by the AGM for
Management Services Sector and approved by the General Manager.

D. In cases where in the ITSD and/or any other Department/Office personnel
sees or notices wrong/inconsistent information posted in the Agency
website, he/she will immediately inform the Corporate Planning
Department about the wrong information. The CPD will then evaluate,
verify and correct the data and immediately submit the corrected
document to the ITSD, informing the concemned Department/Office about
the correciion.

KL NETWORK MONITORING AND TECHNICAL SUPPORT

‘A. AlLICT resources requisitioned by the empioyee shall be the responsibiiity
of the user but the right to monitor the usage of the equipment, monitor
network based activity, and bandwidth usage shall rest upon the [TSD.
The ITSD has the right to report to the management any event wherein
the employee is not using the ICT equipment or device properly.
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B. For technical support, the employse shouid call the [TSD and not repair or
remaove any programs. applications and computer peripherals on their,
own. ITSD personnel will then ask the user fo fill up a Job Order/Request
Form indicating the Nature/Purp ose of Request of the user and
Diagnosis/Procedure done by the ITSD personnel to solve the problem
among others.

C. If the ITSD monitors any problemn in the user's computer, the ITSD shall
then inform the user of the problem detected, [TSD persennel shall ask
the user o save the files to a separate external hard drive and pull out the
computer for repair if necessary. The user shall then sign a waiver form
stating that in case any files or data ars lost in the repair process, the
ITSD will not be liable,

XIV. BRING YOUR OWN DEVICE (BYOD)

A. Connecting a smart phone or tablet to the PCSO network will be granted
. to the PCSC employee upon approval of the department head andfor
management and the ITSD.

B. The agency alsc reserves the right to revoke these privileges in the event
the user does not foliow the set of rules and policy laid out by ITSD and
the agency.

C. The word device in the title includes, but not limited to, android devices,

i-phone, tablet of any platform, black berry, windows mobile etc.

XV. IMPLEMENTING GUIDELINES FOR THE DEVELOPMENT OF
APPLICATION SOFTWARE AND DATABASE PROPOSAL
Aftached as ANNEX A

XVl. WAIVER

PCSG or ITSD shalil net be respensible for any loss or damage, whether
direct or indirect, . that may arise from the use of the PCSO ICT equipment
and resources by any person or entity. '

1z




. AMENDMENTS AND EFFECTIVITY

A. The management and the ITSD may recommend the amendment, editing

or modification of any part of this policy to be approved by the Board, as
long as it will retain the effectivity and applicability of the policy. The
amendments made shall form part of the ICT Usage and Security Policy.

B. This policy is effective upon the recommendation of the General Manager

approval of the PCSO Board.

Fecommending Approval:

JEIEIAF. ASEG
AN for Marggbment Senvices Sosior

ATTY. JOEE FERGIMAHND ROJAS B
Sencral Mansager
Phitippine Charity Bweepstebss Office
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REPUBLIC OF THHE PHILIPPINES
Dffice of the President

PICL Secretariat Bidg., GOP {omplex, Pasay City

IMPLEMENTING GUIDELINES FOR THE DEVELOPMENT OF
APPLICATION SOFTWARE AND DATABASE PROPDSAL

PCS0 business appilcations and daiabase are considered critical information assets of the institution because they
compose a significant part in the PCSQ daily operations. Securing these assets is, tharefore essential to PCSO's
reputation and pukblic reputation.

This document provides guidelines in the development of applications systems and set-up their corresponding
databzses.

SCOPE

These guidelines apply to all application systems and database developed and/or used by PCSO.

DEFINITION DF TERMS

Applicat-ion Systems — Computer software that is being used for day-to-day PCSO operations.

Change Centrol — an internal control procedure by which anky authorized amendiments are made to the application
systern, database, hardware, netwark access privileges, or business procasses and methodology.

Credentials — something known {e.g. g password or passphrase} and/or something that identifies a user for
authentication {e.g. a username, hardware token, smart carcls or biometrics).

Entitlemant —the level of privilege authorized by the system.

Binary Code —the series of computer instructions that the computer executes to run a prograrm.

tanguage —a system of command words, symbols and rules used in the development of application systems.
LDAP — Lightweight Directary Access Protocol, a set of pmtn;culs for accessing information directories.
Library —ar area of the server that retains system file in an orderly and secure manner.

Regression Test — A test to ensure that an apolication system as per specification after 3 ravision is made.

Software Development Life Cycle — know as 5DLC, is the overail pracess of developing, maintaining, improving and
changing an application system through a multistep process from the investigation of its requirements through
analysis, design, development, implementation and maintenance.

Source Code —the actual program prepared by the software developer, which is compiled into machine language.
It is considered as an intellectual property of PCSO.




e

Stress Test — a test performed on an application system to determine if, following any abnormal condition, the

system can revert quickly to normal operation.

downtime, netwerk Tallure or peak activity periods.

IMPLEMENTING GUIDELINES

Segregation of Duties

i

infarmation Technaiogy Services Department (ITSD) shall ensure that proper segregation of duties be
applied Lo ail areas dealing with application systerms and database devalopment, including its operations
and administration.

Application System Development

L

The operatian or creation of operational or prograrn saurce libraries shall be documentad and shall follow
standard change procedures and changes.

Only authorized personnel shall have access to operational or program source fibraries. Approval to
access source libraries shall be granted to systerm owners and the ITSD's System, Web and Graphics
Division haad.

Changes ta such libraries shall only be made through technical access controis and standard procedures
under dual control.

Formal change control procadures with audit tralls shall be used to control program source libraries and
version of old programs. Such changes shall be pro perly autharized and tested before being moved ¢ the
live envirenment.

Far an automated library or source code management system, library access permission shall be defined
and resiricted upon the systenv's instatfation. The system‘s audit reparting shall be enabled o provide a
reporl on any activity performed,

Develapmeant

1.

Any proposed application system shall be properly planned, discussed with the concerned units,
authorfzed and documented befare being implementzad.

Any proposed application sysiem development or enhancement shall be business driven and supparted
by an agreed business case far which the systam owner shall take full responsibility.

Out-sourced or in-house development shall address risks, security controls and precedures for
information systants, network and desktop enviranments in their proposals

All spplication systemns developed for or by PCSO shall strictly follow 2 standard development process {i.e.
Software Development Life Cycle or SDLC) based on industry best practices considering information
security throughout the system’s life cycle.

Only standard and secured programming languages and software shall be considered in the development
of an application system.

Standard changa control and version control procedures shall be developed and used for all changes to
any application systern. Ali changes to application systems shail be authorized and evaluated in 2 test
environment before it is moved to the five environment. '

Emergency changes done on an application system shall be strongly discouraged, except in circumsiances
designated by management as critical. Such changes shall strictly follow the standard change control
procedure,

The integrily of PCSO's source codes shall be safeguarded using a combination of technical access conirols

and restricted privilege allocation and version cantrol procedure

Such conditions could includa: data processing after a systam




S.

Testing

1.

2

All documents relating io systern application dewvelopment fe.g. source codes) shall be secured and
classified according to the approved information classification scheme. Declassified shall be dispose
through shredding.

The use of live data for testing new or revised application systems shall only be permitted where
adequate controls for security of the datz are in place.

Astandard testing process (fe., system testing, QA resting then UAT) shall be used priar to the release of
new or revised application systems for use in the live environment.

Security test shall be done on newly developed application systems. Upon completion of such iest, the
application systems shall b e2xpected to meet or sxceed the security requirements of ITSD Database
Administration division.

Training and Documentation

1.

Training shall be provided to users and technical personne! in the functionality and aperations of all
newly released application systems.

All new enhanced application systems shall be fully supported at all times by comprehensive
documentation. Such application systems shall not be introduced to the live envirenment unless
supporting document is available.

DATABASE DEVELOPMENT

Database Setup

1. Theinformation created and stored in the PCSO’s database shall be retained at @ minimum period of five
years while the value of the data continues 1o meet both the legal and business requirements.

2. The elassification of information stored in the PCSO’s database shall be classified based on their sensitivity
and confidentiaiity. All financial or data models uscd as basis for this shall be fully documented and
conirolled by the system owner,

3. Database shall be fully tested for both business logic and processing, prior to operational usage.

4. Contrels shall be implemented to prevent any SOL injeclion and any bypassing of client-side input
cortrois.

5. Where databases are to contain confidential inforrmation, procedures and controls shall be estabiished ta
restrict unauthorized access.

6. The creation of the database structure shall require approval from system owners with users adhering to

the structure. Access restriction to sueh structures shall be applied to restrict unauthorized accass.

Database Fields and Tables

1.

2.

The following critical tables shall be secured and restricted:

=  Database server system tables, including usar and nassword tables

s Llbrary access dafinition tables

s Audit trail tables

s Databasz dictionary

s Database utilities
Access to certain database flelds and logical views fo database tables shall be restricted to specific
authorized users performing data center operations.




Retrieval of Data

Multipie accesses to data shall be made available at 21l times to authorized users.

Each data ftem shall be accessed strictly through their applicatian systems. Application sysiem user shail
net b2 given actess to the database system itself,

Data shall only be grocessed, viewed or modified using the application system utilizing the database.

Deta shalf not be downleaded to other systems or printed through any means other than the approved
application system/software utilizing the database.

Data and Database Structure Changes

1. Existing database struciures shall only be changed after abtaining approvals from the system owners and
the ITSD manager. Such changes shall be in accord ance with standard change control procedures.

2. Emergency data changes shall only be aliowed in extreme circumstances and only in accordance with
emergency change management procedure.

Database Credentials

1. To maintain the security of PCSO's internal database, access by application systems shall be granted anly
aftar proper authentication with database credentials.

2. The database credentials used for this type of authentication shall not reside anywhere in the application
systems”source code nor in the diractory where the application is stored.

3. Database credentials shall only reside on the database server and enly in encrypted form.

4. Database credentials may be stored as part of an authentication server fi.e., an entitloment directory),
such as LDAP server used for user authertication.

5. The use of Administrator level usermame and passwords shall not be aliowed when accesstng the

database ramotely, except when credential are properly protected from network sniting with the use of
network traffic encryption.

Database Usemname and Password Storage

n

Database passwerds shall not be hard-coded into the source code or binary form of the application
Database authentication may oceur on behalf of a system as part of the user authentication process at the
authentleation server. in this case, programmatic use of database credential shali no ionger be necesssEry,
Pass-through authentication fie, Oracle OPSS guthentication} shall not aliow access o the database
based solely upun a remete user's authentication on the remote host.

Passwords or Passphrase used to access @ database shal! adhere to existing guidelines on passphrase
management.

Passwords for the default database user fi.e,, SA for MS SQ1 SERVER, and 5Y5, MANAGER For Orocle) shali
be changed immediaiely right after a successful instaliation.

Default or unnecessary database user accounts shzll be disabied or deieted before the application is
deployed to production.

User credentials and authorization details shall be stored in a saparate database table indepandent from
other data sets used by the applications.

Passwords or Passphrase shall be in encrypted form at ali times.

The production database shall have different password information from the test database systems,

Access to Database Usernames and Passwords

1.

Only the Database Administrator shail have direct access to the maintenance of the database usernames
and passwords. Audit logs shall be enabled in the database server ic ensure that modiication to the
credentials table are logged.




2. Every application system implementing & single business function shall have a unique enfry in the
database cradentlals table. Sharing of credentials between systems shall not be aliowed.

3. Database passwords used by application systems are considered system-fevel passwords and shall be
treated as such as far as securing it is concerned, as defined by existing guidelines on password

management.

4. nternal software gevelopment groups from 178D and their corsultants shall have & process in place to
ensure that the use of daizbase passwords i3 controlled n accordance with existing guidelines on
password management. The consultant's use of database credential shall be bound by the Terms and

Conditions and Nona-Disclosure Agreement with PCSO,

Responsibilities

1. System Owner

Approves the development or revision of an application system
Concurs with designs of the application system’s database of the Systems, Web & Graphics
Division, with the assistance of the Dalabase Administrator.

2. [TSD Head/Manzager

Acts as an overall supervisar,

3. ITSD Database Administration Division

Ensures the development of infrastructure necessary to suppott the implementing Guidelines for
the develupment of new system and their database, including the standards and procedures in
setfing the database credentials and access. .

Participates in discussion on applicalion system and dztabase development related to
Infarmation secusity,

Devetops and performs a security test plan for security tests on application system and database,
such as access and syslem penetration tests, cap'ac'rtv_/peak, stress and regression tests as pari of
UAT.

Meonitors and maintains the continuing effectivenass of the implementing guidelines in ensuring
the canfidentiality, integrity and availability of infermatian.

Initiates change in the implementing guidelines whenever necessary to mitigate new risks refated
application systems and their databases.

Coordinates with ITSD manager for the information security-related training and crlentation
program for emiployees.

Assists the Systams, Web and Graphics Division in the eslahlishment of standard process for the
davelopment and maintenance of verious systems (i.e., SLOC).

Develops, tests, and maintains the database for all application systems of PCSO.

Develops and maintains procedures for the design, testing ocpcration, mainienance and
documentation of aperzational databases.

Develops and practices version control procadures for abl detabase systems.

Assists the SWGD in the development and sxecution of tests for application systems such as
accass and system panetration tests, capacity/peak, stress and regression tesis.

Coordinates with various users through ITSD regarding libraries, database and operations,

4, ITSD Systems, Web and Graphics Division (Systems Davelopment)

Establishes and maintains standard processes in the development, testing and mainternance of
the various apalication system fi.e., SLEC) in coordination with the various units of PCSO.

Ensures that the test process f{ie., sysiem test, QA itesf, UAT, paralle! run} of new application
system is effectively carried out




¢  Performs the necessary QA tests on newly developed and revised systems.

s Leads in the development and execution of tests for application systems suth as access and
system penetration test, capaciiy/peak, stress and regression tests.

+  Develops and practices version contra! for users and support trainings.

*  Provides resource materials for users and support trainings.

» Manages awareness-training and orientation programs for PCSO employaes relative to the
implamenting guidelines :

*  Dewvelops the application system based on user specifications and on the industry’s best praciices
and 5LDC.

¢ Parforms a comprehensive and well-docurmented system test on newly developed or revised
application systam.

* Coordinates with various users regarding any issues in the development or change in the
application system.

¢ Develops and practices version control procedures fer ail application systems. _

* Develops and maintains procedures for the design, testing, aperation, mainlenance and
decumentation of operational and program source fibraries and databases.

* Parlicipates in discussion on application system and database deveiopment related to
information sccurity.

s  Davelops and performs a security tost plan for security tests on application system and database,
such as access and system penetration tests, capacity/peak, stress and regrassion tests as part of
UAT. =

* Acts as custodian for source codes and other related documents,

5. Risk Manager
» Performs overall operational risk aversight

Viplations

PC30 personnel are expected to hold in strictest confidence infarmation and data relating to businass plans and
marketing strategies and systems as well as praprietary or other confidential information that thay may dcquire in
the course of their emplayment.

Care shall be taken to ensure the security of papers and computer files, information and records, inctuding data,
programs and vendor software. No one shall attempl 1o access data, systems, physital documents, and physical
areas to which he or she is not authorized.

The obligation to safeguard confidential information shall continue even after the employees leave PCSO (Repubiic
Act No. 6713 Section 7).

Users who violate these Implementing guidelines shall be subject to the sanctions stipulated in the Code of
Conduct and Ethica! Standard fer Bublic Officials and Employess (Republic Act No. 6712 Section 11).

Additionat Provision:

The System, Web and Graphics Division shall be responsible in the development and maintenance of the in-house
upplication system and also acts as the Agency counterpart for sutsourced applications. iIn both cases, the System,
Web ond Graphics Division and any IT5D personne! for thot matter shall not be responsible in the encoding or
entering of dota to be used In the application/s to be developed. Fncoding of dato and the correctness of
information to be encoded shall be the responsibility af the concerned department/end-user of the application,




